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INTERNATIONALINTERNATIONAL SYMPOSIUMSYMPOSIUM ON  ON  
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ThreatsThreats

FIREFIRE

EXPLOSIONEXPLOSION

CHEMICALCHEMICAL

BIOLOGICAL BIOLOGICAL 

RADIOLOGICALRADIOLOGICAL



Security IssuesSecurity Issues

Tunnel AccessTunnel Access
–– Key Control/Personnel Key Control/Personnel 

identificationidentification
CommunicationsCommunications
–– Tunnel communications, Tunnel communications, 

HAR system, telephone HAR system, telephone 
systems (Land line/ Cell systems (Land line/ Cell 
phones) VMS Signsphones) VMS Signs

SurveillanceSurveillance
–– CCTVCCTV

Incident ResponseIncident Response
–– Plan  Development Plan  Development 
–– Communications                 Communications                 



Security IssuesSecurity Issues

Security Sensitive Information (SSI)Security Sensitive Information (SSI)

Controlled access to SSIControlled access to SSI

Plans of SitePlans of Site

Training Policy/OperationsTraining Policy/Operations

Agency Coordination/planningAgency Coordination/planning

First  Responder TrainingFirst  Responder Training



PREVENTIVE  MEASURESPREVENTIVE  MEASURES

DETAILED INVENTORY OF  FACILITYDETAILED INVENTORY OF  FACILITY
–– FHWA/FTA Inspection  GuidelinesFHWA/FTA Inspection  Guidelines

SECURITY/ SERVALLENCE EQUIPMENTSECURITY/ SERVALLENCE EQUIPMENT
–– CCTVCCTV

–– Fire alarm/heat  detectorsFire alarm/heat  detectors

–– Control  room monitoringControl  room monitoring

RESPONSE  ACTION PLANRESPONSE  ACTION PLAN
–– First  Responder  trainingFirst  Responder  training



Detailed InventoryDetailed Inventory

FHWA/FTA Mandates  detailed InventoryFHWA/FTA Mandates  detailed Inventory
–– Identifies  Structure ConditionIdentifies  Structure Condition

–– Opportunity  to  identify security  issuesOpportunity  to  identify security  issues

–– Egress pointsEgress points

–– Surveillance  systemsSurveillance  systems

–– Critical  Operational  equipmentCritical  Operational  equipment

–– Provides for a longProvides for a long--term  databaseterm  database



Enhanced  SecurityEnhanced  Security

CCTVCCTV



Enhanced  SecurityEnhanced  Security

Heat DetectorsHeat Detectors

--LinearLinear

--OpticalOptical



Enhanced  SecurityEnhanced  Security

Control  Room Control  Room 
MonitoringMonitoring

--Traffic MovementTraffic Movement

--Personnel movementPersonnel movement

--Emergency Emergency 



First Responder TrainingFirst Responder Training

Tunnel OperationsTunnel Operations

Fire DepartmentsFire Departments

HAZMAT PersonnelHAZMAT Personnel

Local PoliceLocal Police

Other Local Other Local 
AuthoritiesAuthorities



Training IssuesTraining Issues

Familiarity with Structure TypeFamiliarity with Structure Type
•• Asset identification/inventoryAsset identification/inventory

Confined Space TrainingConfined Space Training

Special Firefighting TechniquesSpecial Firefighting Techniques

Chemical and Biological TrainingChemical and Biological Training

Hazardous/Flammable Materials TrainingHazardous/Flammable Materials Training

Anti Terrorist TrainingAnti Terrorist Training



Operations Emergency Operations Emergency 
PreparednessPreparedness

Emergency Response PlanEmergency Response Plan
•• FireFire
•• ExplosionExplosion
•• Collapse (Internal/External)Collapse (Internal/External)
•• HAZMATHAZMAT

ChemicalChemical
BiologicalBiological

•• Cooperation between AgenciesCooperation between Agencies
•• Control of Access During ResponseControl of Access During Response



US  Training FacilityUS  Training Facility

Memorial TunnelMemorial Tunnel

Highway SectionHighway Section

Collapsed Underground StructureCollapsed Underground Structure

METRO (Transit) FacilityMETRO (Transit) Facility

Decontamination SiteDecontamination Site



Memorial Tunnel Training FacilityMemorial Tunnel Training Facility



Collapsed Tunnel TrainingCollapsed Tunnel Training



Subway Section TrainingSubway Section Training



Counter Terrorism TrainingCounter Terrorism Training



Highway Incident TrainingHighway Incident Training



ITA/AUA  Action PlanITA/AUA  Action Plan

ITA/AUA Coordinate  with  NFPA to  ITA/AUA Coordinate  with  NFPA to  
Develop Structural  Guidelines for Fire Develop Structural  Guidelines for Fire 
Resistance for Road Tunnels. Resistance for Road Tunnels. 
Develop Typical Emergency Response Develop Typical Emergency Response 
PlanPlan
Develop Training Guidelines for Tunnel Develop Training Guidelines for Tunnel 
operatorsoperators
Assist Agencies in the Development of Assist Agencies in the Development of 
First  Responder TrainingFirst  Responder Training



Structural Fire  Resistance Structural Fire  Resistance 
GuidelinesGuidelines

ItemItem Protection Protection 0 0 CC
–– Concrete LinerConcrete Liner 380380
–– Precast ConcretePrecast Concrete 200200--250250
–– Segmental  SteelSegmental  Steel 550550
–– Segmental  Cast IronSegmental  Cast Iron 550550
–– Leaded Joints Leaded Joints 200200**

–– Fired  Ceramic  TileFired  Ceramic  Tile 200200**

–– Escape  AreasEscape  Areas 4040

–– * To be avoided* To be avoided



Tunnel Security/SafetyTunnel Security/Safety


